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Outline

= MAD Organization and Capabilities
= Why Energy Is Important to DoD?

= Power Vulnerabilities to the DoD Mission
= Alternative Fuel/Electricity Potentials

= Current Processes

= DoD Energy Strategy Issues

= Approach to Managing Risk

* Risk and Interdependencies (5 Ws)
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» Make the Country’s infrastructures more resilient to
natural/terrorist threats & attacks

= DoD Support to Civil Authorities
= Enable quick mission recovery after an attack
= Support decision makers using solutions oriented
analysis
= Representative customers
— US Department of Defense
— US Department of Homeland Security
— US State Department
— State Governments

— US Secret Service
— NASA
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AD Evolution

Joint Program Office for Special
Technology Countermeasures

JPO-STC

Defense Program Office
for Mission Assurance

Mission Assurance
Division

Established Sept. 1988 by
direction of USD(A), with Navy
as Executive Agent

Established Oct. 2003
by direction of ASD(HD)

Established Sept. 2005
as ASD(HD) designated
Center of Excellence

Special Technology
Vulnerability
Assessments of
Blue Force Systems ¢

Commercial
Infrastructure
Nodal Analysis

Mission Assurance-Focused
Decision Support To /

Combatant Commanders /3
Defense

y Agency Assets

Installation
Assets v

commercial Infrastructures

Commercial
Infrastructure
Nodal Analysis

Critical infrastructure analysis for
DoD, federal, state, and local agencies

~Mission
fssdrance
-
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E=NATIONAL

i LABORATORY : /
Chicage for the U S, Depariment of Energy ur ision

Naval Surface Warfare Center/
Mission Assurance Division

ldaho National Laboratory

Pacific Northwest National Laboratory

Operated by Battele forthe 1.5, Department of Energ

National
Laboratories

. O K RIDGE NATIONAL LABORATORY

National 5
Communications
Systems
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Business

Engineering
— Chemical —Industrial
—  Civil —Mechanical
— Communications —Nuclear
— Computer —Petroleum
— Electrical/Electronic ~ —Systems

Finance

Geography
Humanities
Information Technology
Management
Mathematics

Military Technology
Modeling & Simulation
Operations Research
Physical Sciences
Project Management

P oominion

It all start
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Mission Area Analysis support — What am | required to do, and what do I do it
with?

Conduct infrastructure characterization — What infrastructure supports my
requirements?

Commercial network mapping and analysis (e.g., EP, NG/POL, Trans, Water,
Communications, Chemical, Mail) — Connecting the dots, identifying the
networks

|dentification of intra/inter-dependencies — How are they linked
fogether...determining what's really critical to support our mission?

Assessments for verification/validation of data and identification of vulnerabilities

Integration of results from disparate sources — What’s the overall
picture...where’s my greatest risk?

Provide analysis and products through Situational Awareness Technologies —
Information for the decision makers

Situational Awareness Technologies (SAT) development and implementation —
Developing tools to support the decision makers

Holistic Systems Engineering, Analysis, Integration,

& Technology Development




Jf Chemical
B Natural Gas
I Petroleum

- Control Systems

= Civilian and Military Impact

=  Commercial Infrastructures
— 8 Major Areas

= Defense Infrastructures

— 10 DoD Sectors (including
DIB)

= Global Scope
= Networked vs. Asset Approach
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Single Point of Failure Identification
Mission Linking & Impact Analysis
Infrastructure Network Analysis
Vulnerability Identification

Supply to End User Analysis
Nodal Analysis

Global Military Base Assessment
Government Facility Assessment
Industry Collaboration

DoD & Government Collaboration
DoD & National Exercise Support
Tool Development

Data Integration

Database Design & Development
Imagery Integration & Analysis
Predictive Analysis



Capabilities Approach
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Human Expertis

Holistic

Knowledge
Products

Processes Pt
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' roduct Examples
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Country Assessments State Reports Contingency/ Contingency/

+ Sensitive information (18) + Pennsylvania Quick Turn Around Quick Turn Around

NSSEs * Virginia * Hurricane Impacts on FL (0AsD) . Reagap Funeral (NORTHCOM)

WBOW| XXXV * Maryland « Top Four CIP States (0AsD) . Exploglve Analysis of

. G-8 Summit * Alabama « Underwater Infrastructure RR Bridges (NORTHCOM)

 Daytona 500 . Alagka Protection (0ASD) . Nel!ls/lnldlan_Sprmgs (DISA)
* Florida « Stolen Sensitive Information « California Wildfires (NORTHCOM)

* DNC —Boston * Minnesota (NORTHCOM) * Ricin Incident (ASD(HD))

* RNC._ NYC « California » Savannah, GA Assessment « European Rail (Eucowm)

. P!re5|dent|lal ngates « Colorado (NORTHCOM) _ o . « Lake Michigan (ASD(HD))

. VlcelPreslldentlaI Debgte « New York . Ulrban Area Security Initiative City - NDW Waterways (ASD(HD))

* Presidential Inauguration List (DHS)

* West Virginia * Haiti (x2) (souTHCcOM)

- State of the Union Address Washington . y&lgsmréggﬁ)n, DC Analysis - Telecoms Hotels (DIsA)
» South Carolina +US. A Critical Assets

Assessments . Georgia « El PaSO, TX, POE (NORTHCOM) (ASD(HDr)I;ny r
« Port of Morehead City . Texas * Golden Gate Bridge Threat « Financial Infrastructure
« Port of Long Beach « Indiana Analysis (NORTHCOM) Threat (ASD(HD))
- Japan (mUIt.i s_ites) . Maine . :Tj?g;eld, lllinois GIG Assessment « NCAA Final Four (NORTHCOM)
* Korea (multi sites) - North Carolina  + Everglades Pipeline System « Air Base Analysis (Nuclear
* Ramstein « Ohi . Capable) (NORTHCOM)

. 10 Analysis (DHS) ,
» Camp Lejuene - West Coast Cable (TRANSCOM) * Pentagon Power Analysis
* MCAS Yuma | - LNG in Trinidad & Tobago Wt e E
» Navy Southeast Region (SOUTHCOM) . Wacp, Texas Energy (ASD(HD))
» Navy Southwest Region - Global Energy Decisions Review » Foreign Nuclear Power Plants
* Port Elizabeth, NJ (OASD) (PACOM) | A
- Port of Philadelphia « Hurricane Katrina Support (0AsD, * Texas Critical Assets (ASD(HD))
« NSA Norfolk NC) * Other Classified Tasks
« Bangor IAP, ME * Hurricane Rita Support (0ASD, NC) » Typhoon Man-Yi (PACOM)

» Heartland Rivers Analysis
NAVSEA  HOMEDAND PN DS O RCEPROTETON (TRANSCOM)
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MAD’s Experience

= The MAD has been engaged in Infrastructure/ Mission
Assurance (lA) since 1994.

— Predominately focused on CONUS infrastructures until 2002
= There are many vulnerabilities.

— The nature of the CONUS electric power grid presents many
targets for disruption

— DoD installations often depend on a single substation, either
inside or outside the fence

* The “low-hanging fruit” has been exhausted.
— Most easy, low cost solutions have been applied

— Most obvious vulnerabilities have been identified; e.g., the first
point outside the fence

= “The List” is time- and scenario-dependent.
Regardless of the threat, vulnerabilities exist.
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‘, ature of CONUS Infrastructure
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» Designed and Operated to Provide Value to Shareholders

= Complex Interdependencies

— e.g., 2003 Northeast Blackout Impacts on Cleveland Water
System

* Aging Transmission Systems Built for Peaceful Times and
Slower Growth

= Stressed by Market Demands

= Reliability Standards Not Mandatory or Enforced
— DoD Has Little Influence to Date

= Source and Transport Mechanisms Frequently Located in
Remote, Vulnerable Locations

No Experience With Long-term Outages (> 6 months)
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Electric Power — “The Grid”
— Limited Resiliency in Electric Power Grid

— Complex Interdependencies — Virtually Every Aspect of Society
Depends on Electric Power

— All DoD Missions/Activities Are Energy-dependent

Electric Power Infrastructure Is Soft Target With Numerous
Vulnerabilities
— Physical Attacks (e.g., Transformer Destruction/Damage)

« Minimal Input — a Bullet — Can Achieve Maximum Effect — Transformer
Destruction

. xsufficient Back-up Transformer Availability to Respond to Large-scale
ttac

— Electromagnetic Pulse (EMP)
— Cyber Attacks

Prevention Possible, but CHALLENGING
— Short-, Medium-, and Long-term Mitigation Options Available

— Continued Testing/Research Required to Fully Understand
Risks/Vulnerabilities
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ow Easily Is Electricity Disrupted?
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Cause

Usual / Target

Impact

Risk / Duration

1 Tree branch

Line

Power loss, water
system contamination

Regional
blackout/3 days

Heat wave Line, substation Power loss, premature | Rotating
equipment aging of equipment blackouts/2 hours
Hurricanes/ Line, substation, Power loss, water 3 — 60 days
tornadoes equipment, power plant | contamination, (Katrina)
transportation
Market Unscheduled Price, rolling blackouts, | Calif — 8 months
Manipulation maintenance, re-routing | demand management

Deliberate Acts

Substation equipment,
plants, gas pipelines,
cyber, telecom, water

Energy loss, water
contamination,
economic,
communications, social
disruption

Loss of Energy/
2+ years
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Why Should DoD Care?

= 85% of DoD-dependent Physical Infrastructure Is
Commercially Owned

= 98% Dependent on Outside-of-the-fence Fuel and
Electric Power

— Exceptions: China Lake

— 100% on Other Commercial Infrastructures (e.g., Equipment,
Maintenance Personnel)

= Commercial Infrastructures Are Soft Targets
= Easily Disrupted
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Hurricane Katrina

DoD Mission Issues
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[UNCLASSIFEED
Columbus AFB B ' pjrmingham ANG &
DF SP Moundville
i MAS Meridian
Raytheo ; g
; Fort Bennin
Thompson Field & = --‘1:":I - 7 9
Key Field DFSPMcCain DFSP Montgomery
- Maxwell AFB
Dannelly ANG
Y USCG Aviation | A
& Training Center Fort Rucker
Whiting Field NAS
®  Keesler AFB ] B:-MOBILE
™ [ Eglin AFB & Duke Field
GULFPORTEEL. g el : '

Y | Hurlburt Field u
NEW ORLEANS " Gulfport ANG %ﬁm AFB
¢ NAS New Orleans % Pensacola Naval Complex '

L]

- - Status of Military Assets
T i In the Aftermath of Hurricane Katrina
O Doy Ass et Evacuated F Defense Fuel Support Point }
B s Ay = Defense Indus trial Base Facility A
Date: 31 AUG 05 B S NHawy = Hurvieane Path ;
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HOoMEDAND AN DGR GE PROTES |

30 August 2005

DoD - Facilities
11 DoD facilities evacuated
aircraft

DIB — Raytheon Forest,

MS

Shut-down due to power
outage - no immediate DoD
impact

DFSP — 20 Defense Fuel
Support Points supplying
1 million gallons/year of
JP-5 & JP-8

DoD Impact
No major mission impact
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Iurricane Katrina Impact

etroleum Infrastructure
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Active Platform

OD Source Refinery
Refinary

Fuel Support Point

Strategic Petreleum Roserve

DOD Fuel ! SPR Por

Gulf Coast Petroleum Infrastructure

Refined Pipeline
Crude Pipeline
———— Ofishore Pipeline
PriEmary Highway

[ 100 Mile Butfer Aroand Texas City
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29 August 2005

90% shutdown of oil & gas
production in Gulf of Mexico

Colonial, Plantation, & Capline
pipeline systems shut down
due to loss of electric power

1 September 2005

Colonial 40% capacity
Plantation 25% capacity

13 September 2005

900,000 b/d refinery capacity
remains idle (Chevron,
ConocoPhillips, ExxonMobil, &
Murphy)

Impact
Price spike

-18-
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= ~135 Defense Fuel
Support Points

» Primary
Transportation Route
for JP-5, JP-8, & F-76

= Systems shut down
or operated at
reduced rate during
Hurricane Katrina &
Rita in ‘05
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Electric Power Story

= Transmission Congestion Primarily Caused by Power
Trading Market

» Substations Are Key Assets That Cause the Largest
Outage Footprint on the Grid

= Military Mission Vulnerabilities
— Single Point of Failure Feeding Installations

— Elimination of Substation Put Installations Into Outage Footprint
— High Reliance on Diesel for Backup Generation

= DoD Energy Requirements — Especially in CONUS —
Have Much Potential to Be Supported/Augmented by
“Alternate” Energy Sources or Generation Technologies
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eothermal — Optimal Locations
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MAD

Date: 07 JUL 06
Miles
—

—
0 200

—
400 600 800 1,000

&

Active Landfill Gas Projects

Military Site Within 5 Mi. of Active Landfill
Military Site
Active Landfill
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astewater Gas — Optimal Locations
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Miles

MAD Date: 0T JUL 06
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Viable Wind Technology Locations

Wind Power Class
3
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hotovoltaic — Optimal Locations

MAD Date: 0T JUL 06
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Viable Photovoltaic Technology Locations
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Viable Gas Field Proximity Locations

- Gas Production
‘ Ol Praduction

B Military Site Near Gas Field

e

I : o a8 Milivary Site
MAD Date: 07 JUL 06 Mied Production
Miles
O 200 400 600 800 1,000 . Dy Wells MCLASSIFIED
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Viable Biodiesel Technology Locations
Soybean Production Regions

MAD

Miles
1] 190 380 570 7T&0 950

L :'“":"‘::“ i ® Biodiesel Plant
fode i it
L  Eastem Com Be = Military Site Within 50 Mi. of Biodies el Plant
| | MWid-Sourh o R i
l ; Southe st g

I___‘ Westarn Corn Belt
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‘nergy Stakeholders
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Foreign

Utility
Owners 50 Individual State
Public Utility
Commissions

Air Force

NERC/ERO | DHS

Joint
Petroleum

Joint
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g reventlng Long -term Outages
a Industry Planning Criteria

= Expand Number of Simultaneous Contingencies
— Traditional N-1

Unexpected Loss of One Bulk Electric System Facility (Line, Generator,
Transformer, etc.) Caused by a Single Initiating Failure or Outage

— Expanded N-(2, 3, etc.)

Substations Have Multiple Bulk Electric System Facilities

Elimination of Substation(s) Around a Military Base Can Cause Prolonged
Outage (Months)

|dentify Multiple Contingency Scenarios and Share With Local Utility for
Resolution

= Special Protection System (Remedial Action Scheme)
— Automatically Takes Corrective Actions After Contingency

HOMERAND NG O TEE
S srepp—

Changes Demand
Changes Generation
Changes System Configuration

Does Not Include Underfrequency or Undervoltage Load Shedding Fault
Conditions That Must Be Isolated and Out-of-step Relaying (Detects Loss of
Synchronism Caused by Unstable Power Swings)

PR O EC T
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A Different Paradigm

P LT WP W I | S|

Regional
Qutage

Surrounding Area
(Town or City)

“Local Island”
and/or Direct
Connection to
Power Plant

=

1OMELAND AN DY S0 RLES S HOTE BT

Micro-Grid

« Extended regional outages
(months)

« “Strategic Islanding” or
maintaining a micro-grid using
fuel and generation diversity

» Electric power energy security
through military/utility
collaboration

« DoD energy savings through
military/utility collaboration

-31-



= Are DoD vulnerabilities known for mission assurance?

= What is the DoD operational standard and who sets
that?

= Who has responsibility to resolve?
» Are the priority problems being fixed?
= Are the current work arounds sufficient?

= Can all the priority vulnerabilities be resolved under the
current systems?

= Who has management / oversight responsibility?

HOMEDAND AN G SE R R O LS 1)
S srepp—

ﬁi oD Energy Vulnerability Issues
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itigating DoD Energy Vulnerabilities

= GWOT Requires an Imaginative Approach for DoD
Energy Security to Defeat the Enemy

— Sufficient Local Generation and Pre-scripted Schemes for
Islanding Mission-critical Functions and Installations

— Reduce Single-line Connections to the Electric Power Grid —
Maximize Redundancy

— Maximum Protection From Control/Protective System
Vulnerabilities

— Minimize Use of Shore Power by Naval Vessels in Foreign Ports

— Identify Viable Energy Independent Installations — Tapping
Renewable and Alternate Energy Sources

— Consider Relocating Mission-critical Operations to Bases
Capable of Islanding Power and Fuel

— Use DoD Renewable Energy Assessment Final Report
(14 March 2005) and Apply, Where Practicable

NAVSEA oM ENAND PN O R CE PRI
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Risk Management Process

= Risk Management Program examined in two parts
— Risk Assessment — what critical operations are at risk
— Risk Response — what can be done to reduce risk

= Risk Management Program highlights

— Top-down approach based on operations deemed critical by an
organization (company, agency, department, government, etc.)

— Focused on assuring accomplishment of those critical operations and
the assets they are dependent upon

— Assets can be people, property, equipment, activities, and operations,
information, facilities, and materials to include supporting private/public
infrastructure

— Examines vulnerabilities and risk from all threats/hazards

— Prioritizes critical assets to support resource allocation and remediation
decisions

An Ounce of Prevention!

HOMELEN AN DY SO RGEN R DT {1V
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Risk
Management
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Risk
Response

Risk
Assessment
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«| Remediation Mitigation Reconstitution

Threats and

Criticality Vulnerability Hazards
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Integrated Risk Assessment Process

Direction and

Guidance Data Discovery of
\ y new Assets .
{ Validated
5 Threat / Residual Risks
— . Hazard
Characterization Data Discovery of Profile
Process new Assets
[ h PR —
1) Characterization
S and Dependency [ 3 Threat /
= Analysis Results — Hazard
o Criticality Profile
o \ > Process D
=
2
- rioritized
'8 Defense Critic
© Assets, 4
g Dependenci Risk Threat /
o \ »| Assessment Hazard
= Indicators
> — v
(@)
Q Validated Threat { 5
o Hazard Profile Threat CIP Focused
2 (X | Counterintelligence
c Assessment
S
o
> \ 4
Q 6
0] Threat/Hazard
Vulnerabilities and potential | Quantification Risk
L Countermeasures _; A
\ > Risk to

accomplishing
objective Risk
L : »| Response
Integrated Risk Assessment Handbook Processes \ )
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Risk and Interdependencies

Most (if not all) networks rely on other networks to perform their
functions.

To understand the risk (including extent) of a network disruption,
understanding the risk of the supporting networks is crucial.

Incorporating Interdependencies into Risk Assessments:

Mission Focus (tendency is to want to boil the ocean)

Characterize THE network

Characterize the supporting networks

Develop generic network linking rules based on the 5Ws

Use Who, What, Why, Where, When for linking of networks

Use all hazards approach

|dentify criticality (answers the “so what?”)

Use datasets that can be queried (e.g. relational, historical, GIS visualization)

NN SR A O ST -37-



The Five Ws

Interdependencies - Commodities produced by other
networks that makes THE network function.

1. Who is supplying the commodity, name and phone number
2. What is the commodity, the quantity needed

3. Why is there a need for the commodity, the function the
commodity performs for THE network

4. Where is the commodity needed, the asset or touch point that
links the commodity flow to THE network, physical location

5. When is the commodity needed, for how long is it needed

NAVSEA oM ENAND PN O R CE PRI
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; xample of Applying the 5 Ws
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Electric Power
Dependence on Water

Who: Municipal Water
Company, Bill Waters, 866-
222-9222

What: Water, 2 gal/min

Why: Maintain 1000 amp
™ transformer output to meet
~ demand

-

,-"l.

: ~ Where: Transformer (Latitude:
% 47.15 Longitude: -122.52)

s S

e —

When: Between 4-6 pm June,
L July & Aug
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Interdependency Recommendations

« Use a phased approach to limit initial complexity
(Manual, automation to support analysts, modeling, simulation)

« Build out interdependency rules for use by analysts
(Logical, Geo, Legal, Capacity, Reconstitution, etc.)

« Develop tools to support the analysts vs. tools that require analytical
support

« Consider network operator intervention when modeling impacts
« Standardize data format and define essential data elements

« Ensure data quality through a scoring process

« Always consider the “so what?”

« Focus on ‘your’ mission
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MISSION ASSURANCE DIVISION

CONTACT INFORMATION

“Forewarned...Forearmed”

Infrastructure Decision Support
for Government and Industry

Mike Burks

Senior Engineer
Infrastructure and Network
Analysis & Assessment Branch

PHONE: (540) 653-4973
FAX: (540) 653-7648
EMAIL: michael.w.burks@navy.mil
burksmw@nswcdd.navy.smil.mil
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